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Abstract—Structure free Wireless Sensor Network is a 

type in which the transfer of the data depends on the 

resources of the sensor nodes. Energy and memory 

utilization represent the main resources of this type of 

wireless sensor networks. The transfer of data in WSNs 

can be interrupted by launching special jamming nodes 

at the field. However, the life time of the jamming nodes 

depends on the jamming models used for such purpose. 

In this paper, we study the effect of different types of 

jamming models on the performance of the structure free 

WSNs by using appropriate computer simulation tests. 

The results show that the random jammer with (25%) 

saving time is the most effective jamming model against the 

structure free wireless sensor networks as compared with 

the other jamming models.  

Index Terms—MLSA, SSS, Structure-free, UAV, WSNs. 

I. INTRODUCTION 

Wireless sensor networks (WSNs) connect the sensors and 

actuators of a certain network without the use of wires. 

Conventional WSNs are more challenging due to the lack of 

sensor resources such as limited power and memory (Zheng & 

Jamalipour, 2009). Data aggregation may be considered as a 

very important method to reduce the energy required for 

transmitting data from the sensors to the base station, such 

network is called structure-free wireless sensor network 

(Dumka & Chaurasiua & Biswas & Mandoria, 2019). However, 

the structure free wireless sensor network should be capable of 

timely transmitting data without losing information in event-

critical applications (Chao & Hsiao, 2014). 

While transferring data, network may be interrupted by a 

number of attacks. One of these attacks is the jamming attack, 

which may be defined as a signal directed towards the network 

to eliminate its capacity (Mpitziopoulos & Gavalas & 

Konstantopoulos & Pantziou, 2009). Therefore, the jamming is 

considered as a denial of service attack (Wood & Stancovic, 

2002 . This attack can achieve energy efficient jamming when 

the interruption occurs at the data link layer of the wireless 

network (Law & et al., 2005). The authors (Li &  Koutsopoulos 

& Poovendran, 2010)  study an idealized case of perfect 

knowledge by both the jammer and the network about the 

strategy of each other and the case where the jammer and the 

network lack this knowledge. Excluding the spread spectrum 

techniques, extensive works had been carried out to avoid the 

effect of jamming on conventional WSNs by changing the slot 

utilization pattern at every super frame of the TDMA-based 

WSNs (Tiloca & et al., 2017),  by using mobility model based 

on game theory (Misra & Mondal &  Bhavathankar &  Alouini, 

2020) or by using unmanned aerial vehicle UAV (Li & et al., 

2019; Fotouhi, 2019). However, these solutions are not capable 

to eliminate the jamming attacks against structure-free wireless 

sensor networks (Chaiel, & Al-Husseini & Arif, 2020).  

The main objective of this work is to study the effect of 

different types of jamming models on the performance of the 

structure free wireless sensor networks. The remainder of this 

paper can be organized as follows, Section 2 provides a 

description of the structure free WSNs, while Section 3 

overviews the types of jamming models. Section 4 includes 

simulation tests to show the effect of these jamming models on 

the power consumption of the structure free WSNs and Section 

5 concludes the works. 

II. STRUCTURE-FREE WIRELESS SENSOR NETWORKS 

The sensor nodes of wireless networks have sensing, 

processing, communication and storage capability. 

Therefore, it is important to design a suitable node 

structure to satisfy these operations (Singh & et al., 

2018). Instead of constant node structure, the free- 

structure WSNs has, at each time, different route to 

transmit data through the network (Chen & Cai & Cheng 

& Gao, 2021; Boukerche & Quen & Peng, 2020). The 

selection of such route depends on the resources of the 

receiving node. The mechanism of routing operation in 

structure-free WSNs consists   of two phases (Chaiel & 

Abass, 2020): -  

A. Determination of Network Levels  

The base station transmits a training signal to all the nodes of 

the networks and each node receives this signal correctly is 

assigned as a first level node. Then the first level nodes transmit 

new training signal and each node (excluding the first level 

nodes) receives the new training signal is called a node with 

second level. This operation will continue until all nodes are 

assigned with their level. 
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B. Transmission of Event Data 

When all nodes are assigned with their levels and an 

event is accrued, the nearest node with (𝑗𝑡ℎ) level, for 

example, transmits the event data to one of the 

(𝑗 − 1)𝑡ℎ  level nodes.  The selection of the receiving 

node, from (𝑁) nodes has the same level, is totally 

depends on so called cost function. That means the 

event data is transmitted to the node with maximum 

cost function. This function c a n  be written as (Mohanty 

& Kabat, 2016):- 

CF = maxi∈N

1

α
(Eres(i) + Buff(i) + SNR(i))       (1) 

     where Eres(i) is the residual energy,  Buff(i) is the 

available buffer,  SNR(i) is the signal to noise ratio of the 

transmission link of the (𝑖𝑡ℎ) node and (𝛼) is the distance 

between the rectangular coordinates of the transmitting, 

(𝑥𝑡 , 𝑦𝑡), and the receiving, (𝑥𝑟 , 𝑦𝑟) nodes and it can be 

represented by:- 

𝛼 = √(𝑥𝑡 − 𝑥𝑟)2 + (𝑦𝑡 − 𝑦𝑟)2                              (2) 

III. JAMMING MODEL IN WIRELESS SENSOR NETWORKS 

    The jamming operation can be done using 

illegitimate nodes immersed in the field of the wireless 

sensor network. These nodes are energy inefficient, which 

means that their energy is exhausted sooner than the 

victim nodes (Xu & Trappe & Zhang &  Wood, 2005). 

The aim of the jamming nodes is  to reduce the packet 

delivery ratio of the wireless network to zero. This can 

be satisfied, if the jamming nodes are placed at a suitable 

distance from the legitimate nodes. The types of 

jamming attacks in wireless sensor networks can be 

summarized as follows ( Mingyan & Koutsopoulos & 

Poovendran, 2007 May):- 

A. Constant Jammer 

    The constant jammer transmits random signal through 

the wireless channel to keep the band of the channel busy 

all the time. This signal eliminates the ability of 

wireless nodes to transfer the data.  

B. Deceptive Jammer 

     This type emits regular radio sequence of bits 

without separations into the channel. The legitimate 

receiving node beliefs that a normal transmission is 

happened. This type of jamming is more effective than 

the constant jammer and also it is difficult to detect by 

the wireless network, but it consumes more energy 

than the first type. 

C. Random Jammer 

    This type works only for a certain time tj and then 

the jammer stays without transmission for a time ts 

to save the power. As a result, the required energy 

consumption is less than the constant and the second 

types.  

D. Reactive Jammer 

      The reactive jammer listens the activity of the 

wireless channel and sends a random signal to corrupt 

the legitimate signal.  

IV. SIMULATION RESULTS 

    Computer simulation tests have been carried out to 

show the performance of the structure free wireless 

sensor network under different types of jamming. In all 

the simulation tests, the average energy consumption is 

determined by summing the energy consumption of each 

operation with the aid of information listed in Table.1. 

Then the relations between the energy consumption and 

each of data rate and the event period, of the network, are 

plotted. Normally, the energy consumption is inversely 

proportional with the event period because larger event 

period means less number of events and so less energy 

consumption. While the relation between the energy 

consumption and the data rate is directly proportional due 

to higher operations needed for transmission of data with 

high rate. 

 

 

 

In all tests, we assume two cases of jamming.  In the first 

case, the jamming covers only one transmission channel, while 

it covers thirty channels in the second case. According to that, 

and for the four types of jamming, the relations between the 

average energy consumption and the data rate of the network 

are shown as in fig.1 and fig.2.  

Parameter Number Unit 

Area of the network field 500*500 meter 

Initial energy for each node 0.65 joule 
Energy consumption for transmitting and 

receiving data 

50 nano joule 

Energy consumption for sensing operation 
Energy consumption for radio amplification 

0.083 
10 

nano joule 
nano joule 

Number of transmitted packet 

Saving time for random jammer  

1-60 

25% 

 

 
Path loss exponent under noiseless 

conditions 

2500  

Time needed to generate an event 3 second 
Maximum sensing distance 50 meter 

Total number of transmitted channels 51  

Guard band 5 MHz 
Total jamming power 100 watt/MHz 

Table.1 Parameters of simulation tests 
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Fig. 1. Relation between the average energy consumption and the data rate 

for structure- free WSNs under different types of jamming models when one 

transmission channel is jammed. 

 
 
Fig. 2. Relation between the average energy consumption and the data rate 

for structure- free WSNs under different types of jamming models when thirty 

transmission channels are jammed. 

 

It is clearly appears from Fig.2 the average energy 

consumption for a network under random jamming, at 1200 

bit/sec data rate,  is equal to the initial energy of the nodes (0.65 

joule),  which means  that  the network lose their 

communication capability.     

Further tests are used to examine the effect of jamming on 

the relation between the energy consumption of the network and 

the event period. The results of the tests for the two cases of 

jamming are shown in Fig.3 and fig.4. 

 

 
Fig. 3. Relation between the average energy consumption and the event 

period for structure- free WSNs under different types of jamming models when 

one transmission channel is jammed. 

 

 
 
Fig. 4. Relation between the average energy consumption and the event 

period for structure- free WSNs under different types of jamming models when 

thirty transmission channels are jammed. 

 

The results of the simulation tests shown in (Fig.1-Fig.4) 

show that the random jammer is the most effective type of 

jamming models and nearly no difference among the other three 

types.  Extensive tests are used to examine the packet delivery 

through structure-free WSNs under random jamming with the 

aid of so called Packet success delivery rate (PSDR). Fig.5 and 

Fig.6 show the packet success delivery rate of the wireless 

network under random jamming. These two figures shows that 

the PSDR is nearly 98% for the case of one channel jamming, 

while it reduced to nearly 48% for the second case. 
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Fig. 5. Packet success delivery rate for a structure- free WSNs under random 

jamming when one transmission channel is jammed. 

 

 
Fig. 6. Packet success delivery rate for a structure- free WSNs under random 

jamming when thirty transmission channels are jammed. 

CONCLUSION 

In this paper, we studied the issue of jamming attacks against 

the structure-free WSNs, and examined the ability of different 

types of jamming models to eliminate the transmission of data 

through the nodes of the networks. We showed that the random 

jammer is totally interrupts the transmission at (1200 bit/sec 

data rate) and the PSDR is reduced to (48%) when the thirty 

channels, out of 51 channels, are jammed. The value of saving 

time of the random jammer and its effect on the performance of 

the wireless network need further efforts to reach its optimal 

value. 
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