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Abstract— Plagiarism Detection Systems are particularly 

useful in identifying plagiarism in the educational sector, where 

scientific publications and articles are common. Plagiarism 

occurs when someone replicates a piece of work without 

permission or citation from the original creator. Because of the 

advancement of communication and information technologies 

(ICT) and the accessibility of scientific materials on the internet, 

plagiarism detection has become a top priority and due to the 

broad availability of freeware text editors, detecting source code 

plagiarism has become a big difficulty. There have already been 

several research on the many forms of plagiarism detection 

algorithms used in identification systems, as well as source code 

plagiarism detection. This work suggests a strategy that combines 

TF-IDF transformations with a Random Forest Classifier to 

achieve a 93.5 percent accuracy rate, which is high when 

compared to previous strategies. The suggested system is 

implemented using the Python programming language. 

Index Terms—Source code, C++ programming language, 

plagiarism, machine learning.  

I. INTRODUCTION 

According to Martins et al. (2014) plagiarism is the use of 

work without crediting its authors. As a result of easy and 

inexpensive access to enormous amounts of web content, 

plagiarism has become a severe problem for academics, 

publishers, and educational institutions. One of the most 

common types of plagiarism in academia is textual plagiarism 

at the document level, with papers often consisting of essays, 

reports, and scientific articles. According to a recent 

assessment (M. Schein 2001), 16% of original publications 

published in major surgical journals are potentially redundant. 

Plagiarism, on the other hand, is defined as the copying of text 

documents as well as source code. Plagiarism in source code is 

defined as attempting to pass off another's source code as one's 

own without disclosing which sections are copied from which 

author (J. Hage 2010; Karl J . Ottenstein. 1976). Plagiarism in 

source code is widespread in academic programming 

assignments (Christian Arwin 2006). Students commonly 

attempt to replicate assignments from their friends in order to 

get good grades with little effort. Plagiarism is more likely to 

occur in following classes for freshmen who plagiarise in their 

first course. As a result, this illegal behaviour must be halted 

immediately. A course instructor may receive incorrect 

feedback about the course's level and students' performance. 

As a result, detecting plagiarism in coursework is an important 

task (J. A. W. Faidhi 1987). Manually reviewing and 

recognising comparable student provided solutions to establish 

whether a submission is genuine or plagiarised is difficult in a 

large class. Manual inspection is time-consuming and 

inefficient. Using automated code comparison tools like 

Measure of Software Similarity (MOSS) is one option  (S. 

Schleimer 2003) and JPlag to find similar submission pairings 

(L. Prechelt 2002). Most well-known automatic code 

comparison algorithms identify plagiarism primarily through 

utilizing characteristics based solely on the syntactic aspects 

of the assignments or using a text-based approach. However, 

both of these methods are vulnerable to code obfuscation (J. 

Ming 2016), which is a significant obstacle to automatic 

software plagiarism detection. Students frequently utilize 

fraudulent tactics to obscure the code and avoid detection. 

Such deceptive practice is discussed in Section III of this 

paper. 

II. RELATED WORK 

Researchers used programme similarity metrics such as 

MOSS (S. Schleimer 2003), JPlag (L. Prechelt 2002), and 

others to detect plagiarism in previous work. Most well-known 

automatic code comparison algorithms, on the other hand, use 

a text-based method to detect plagiarism or features based on 

assignment properties at a syntactic level to detect plagiarism.  

MOSS is built on syntactic assignments' winnowing 

property, which is a local fingerprinting strategy (S. Schleimer 

2003). MOSS's fingerprint selection mechanism, which in a 

window, selects the fingerprint with the lowest value, isn't 

extremely exact. A search for the longest common sequence is 

performed on top of this fingerprint. JPlag is another popular 

tool for detecting plagiarism (L. Prechelt 2002). JPlag finds 

the tokenized form of source code's longest frequent 

sequences for each pair of submissions using greedy string 

tiling. JPlag is similar to MOSS in terms of how it operates. 

By concentrating on common tokenized structural blocks, 

JPlag, on the other hand, misses numerous key characteristics 

when comparing given code, such as formatting and style. 

Other methods for detecting plagiarism have been used, such 

as analyzing programme dependency graphs.  
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The authors of (C. Liu 2006) presented GPlag, a new 

plagiarism detection approach that mines programme 

dependency graphs to detect plagiarism (PDGs). A PDG 

graphically displays a procedure's data and control 

dependency. GPlag is more successful at identifying 

plagiarism than PDGs since PDGs are largely unchanging 

during the plagiarism process.  

The authors of (A. Ram'rez-de-la Cruz 2015) suggest a 

representation of source code pairings based on lexical, 

stylistic, comments, programmer's text, and structure aspects. 

They convey lexical, comment, and n-grams are a collection 

of characters used by programmers in source code. Rather 

than detecting a specific programming language, these 

qualities are aimed to detect aspects of normal language that 

programmers leave behind.  

Course instructors can utilise a technique based on 

assignment attributes devised by researchers in (S. Engels 

2007) to compare two entries. They provided 12 features, 

including comment similarity, white-space, and others, 

including the MOSS similarity score. When performing 

evaluations, MOSS and JPlag, on the other hand, both filter 

these attributes out. Their primary purpose is to detect 

plagiarism using these characteristics as signals. To assess the 

importance of each feature in the evaluation, this system uses 

neural network algorithms. They are, however, primarily 

concerned with locating plagiarized pairs inside a single issue 

set. Our recommended remedy, on the other hand, is 

unaffected by the issue set.   

 

Fig. 1. Typical Working model for source code plagiarism detection 

 

Not only may such systems be used to detect plagiarism in 

student assignments, but they can also be used in the following 

domains (Robert Lange 2007):  

• Criminal Prosecution - Finding the creator of malware that 

belongs to the suspects.  

• Corporate Litigation — In the event that an employee 

violates a contract's no-compete clause, the author of the code 

must be identified.  

• Plagiarism Detection - Identifying the author in cases of 

academic misconduct.  

Plagiarized programmes are those that have been copied 

from other programmes and have had minor changes made to 

them. Plagiarism can occur in a variety of contexts, including 

(Mark C. Johnson et al. 2004; Matija Novak 2019): 

• Students' willingness to share the code with other students 

if the deadline for the project is approaching.  

• When students collaborate on a project, they may submit 

programmes that are identical yet differ in nomenclature and 

structure.  

• Shared printers and workstations can be used to steal 

assignments. 

• Only the specs are changed from one semester to the next, 

thus programmes from prior semesters can be used. 

• Small assignments, which are not plagiarised, appear to be 

identical because numerous students independently arrive at 

the same design. 

III. PROPOSED APPROACH 

The steps involved in the proposed system are as follows: 
i. Take a look at the C++ source code files. 

ii. Source codes should be gathered and preprocessed.  

iii. Create a matrix of term vs. file by generating tokens for each 

file, joining them, and creating a matrix of term vs. file. This 
step is also can be referred as calculation of TF-IDF files. 

iv. Read the source code for the query in C++.  

v. Return to the third step.  
vi. Go back to step 4  

vii. For each file using the query source file, find similarity 

using the Random Forest Classifier.  
viii. The file is suspicious if the similarity exceeds the threshold; 

else, the file is innocuous.  

ix. If plagiarism is identified, a report should be generated. 
Otherwise, return to step 1 if necessary. 

The proposed model, however, is shown in Fig. 2. 

 

 
Fig. 2. Proposed model for source code plagiarism detection, where 

features were extracted from requested files using TFIDF tokens and then 

trained using random forest classifier. 

A. Code Metrics 

It extracts the characteristics from the input files when the 

source codes are submitted to the proposed system. TFIDF 

code metrics are used as selected features in the proposed 

model. Code metrics are nothing more than a collection of 

tokens taken from source code files, in this example, student 

assignments. These tokens describe the features of a 

programmer's programmes and are used to assess their 

effectiveness, style, system costs, reliability, adaptability, and 

structure (Jeong-Hoon Ji 2007; Ellis, et. al. 2005). To extract 

these code metrics, a variety of tools and methodologies have 

been proposed, including: 

• N-grams - are a set of n objects taken from a text corpus, 

such as words, letters, and so on. Documents are separated 

into a list of substrings of length n with their frequencies using 
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this method (Michal uraka, et al. 2017). It's a Natural 

Processing Language notion. United Kingdoms, for example, 

are a 2-gram.   

• TF-IDF - Term Frequency-Inverse Document Frequency 

is what it stands for (Alan Parker 1989). It gives words in a 

document weights and calculates their relevance in the corpus. 

It is mostly used for text mining and retrieval of information.  

• ANTLR - is a parser generator that aids in programming 

language reading and processing. It also extracts vocabulary 

and syntax, which aids with the comprehension of source code 

structure. 

To avoid being discovered, students use numerous changes 

in their projects. These source code changes can take many 

different forms, some of which are listed below (C. Liu, 2006; 

Alan Parker 1989):  

• Format Alteration –  

This is merely the insertion and removal of blank spaces 

and remarks.  

• Identifier Renaming –  

Changing the names of identifiers is another typical 

plagiarism technique because it does not violate the program's 

validity.  

• Reordering Statements —  

Statements that do not have any sequential dependencies, 

such as declarations, can be simply reordered. 

• Control Replacement –  

In programming languages, there are numerous substitutes 

for simple codes, such as while loops for loops, if else 

conditions for the same logic, and so on (Balakrishnama, S. 

1998).  

• Code Insertion - Codes which do not modify the original 

logic of the programme can be injected to mask plagiarism. 

At present the proposed model doesn’t operate on such 

transformations. The random forest classifier, which is one of 

the supervised classifiers used in machine learning 

approaches, was used to train the retrieved features.  

B. Machine Learning Phenomena 

The study and development of algorithms that can learn and 

predict data is known as machine learning. Such algorithms 

build a model using sample inputs rather than following rigid 

static programme instructions in order to produce data-driven 

predictions or judgments. When designing and implementing 

explicit algorithms is too expensive, it's used for a range of 

computing jobs (Acampora, 2015). Machine learning 

technology is used in many parts of contemporary culture, 

from web searches to content filtering on social media 

platforms to e-commerce site recommendations. Machine 

learning has become so common that we probably use it 

millions of times each day without realising it (Upul Bandara 

2011). We now have useful speech recognition systems, fast 

web searches, self-driving cars, and a much greater grasp of 

the human genome thanks to machine learning. Machine 

learning tasks are usually classified into three groups based on 

the sort of feedback delivered to the learning system. To detect 

source code copying, machine learning approaches can be 

utilised (Daniel Heres 2017). 

The following are the details: 

1) Supervised learning:  

An instructor provides sample inputs and outputs to the 

computer. The goal is to come up with a universal rule or 

function that connects inputs and outputs. This category 

includes classification (Alexander Iversen, 2005) and 

regression.  

2) Unsupervised learning:  

Because the learning algorithm isn't provided labels, it must 

deduce the data's structure on its own. Clustering algorithms 

are included in this class. 

3) Reinforcement learning:  

In a dynamic environment, computer software must complete 

a task, like as playing a game against an opponent, without 

being told of its success. The software receives feedback in the 

form of incentives and punishments as it navigates its issue 

area.  

C. Random Forest Classifier 

The Random Forest algorithm is a popular supervised 

learning machine learning technique. In machine learning, it 

can be used to solve difficulties in classification and 

regression (Gerard Biau 2012; Vrushali Y Kulkarni 2014). It 

is based on the notion of ensemble learning, which is the 

process of integrating numerous classifiers to solve a complex 

problem and increase the performance of the model (Gerard 

Biau 2012; Vrushali Y Kulkarni 2014). 

As depicted in Figure 1, the Random Forest classifier 

"contains a number of decision trees on various subsets of a 

given dataset and takes the average to increase the dataset's 

predictive accuracy." The random forest, rather than 

employing a single decision tree, uses the forecasts from each 

tree to predict the final output based on the majority vote of 

predictions. The more trees in the forest, the higher the 

accuracy and the smaller the chance of overfitting (Gerard 

Biau 2012; Vrushali Y Kulkarni 2014). 

 

 
Fig. 3. Working of Random Forest Classifier 

D. Mathematical Formulation of Random Forest Classifier 

Random Forest is a machine learning ensemble 

classification algorithm. It creates a number of decision trees 

and uses majority voting to integrate the results of these trees 

(Gerard Biau 2012; Vrushali Y Kulkarni 2014). In this 

approach, randomization is accomplished in two ways: data 

sampling is done at random for bootstrap samples, and input 

variables are chosen at random for the creation of 
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individualised decision trees (Gerard Biau 2012; Vrushali Y 

Kulkarni 2014). 

The following steps can be used to create decision trees in 

this algorithm:  

1. Bootstrap sampling is a method of sampling records at 

random with replacement from the original data. This is the 

tree-generation training set.  

2. m variables are chosen at random from this data and kept 

constant until the tree is fully formed and the best split is used 

to split the node.  

3. The parameters Ntree and node size can be used to 

determine the number of trees generated and the depth of the 

trees. Once the forest of decision trees has been created, test 

data is run through each one, yielding a classification (Divakar 

Kapil 2019).  

The classification with majority votes (J. A. W. Faidhi 

1987) is allocated to the test data after the results from each 

tree are pooled. Some data is left out during bootstrap 

sampling, which is known as out-of-bag data and is used to 

estimate individual tree error. This can be calculated using the 

following formula: 
PE∗ = Px,y (mg (X,Y )) < 0 

The margin function has the following formula: 

mg (X, Y) = avk I(hk (X) = Y )−maxj≠Y avk I(hk (X) = j)  

Random Forest strength is calculated using the following 

formula:  

S = EX, Y (mg (X, Y)) 

This technique has several advantages, including the ability 

to handle vast amounts of data, the ability to give unbiased 

generalisation error estimates, the ability to estimate missing 

data effectively, and the ability to retain accuracy (Gerard 

Biau 2012; Vrushali Y Kulkarni 2014). 

IV. EXPERIMENTAL RESULTS AND PERFORMANCE 

EVALUATION 

Different assessment measures are used to assess the 

suggested model. For each iteration and overall system, these 

metrics include cross-value score, accurate response rate, 

recall, F1 score, precision, and other confusion matrices, 

which are detailed below: 

A. Classification Accuracy  

It is the most widely used statistic for evaluating 

classification tasks. The ratio of correct forecasts to all 

predictions made can be described as accuracy (Chris L. 2019; 

Peter Flach, 2011).  

Accuracy = Number of Correct Predictions/Total Number of Predictions  

The accuracy formula for binary classification is as follows:  

Accuracy = (TP + TN) / (TP + TN + FP + FN) 

Where, True Positives (TP), True Negatives (TN), False 

Positives (FP), and False Negatives (FN) are the acronyms for 

True Positives, True Negatives, False Positives, and False 

Negatives, respectively. 

However, in the situation of unequally distributed classes, it 

is not a fair measure to optimize because it might be relatively 

high, favoring the majority while ignoring the minority. 

B. Confusion Matrix: 

A confusion matrix (Manliguez 2016) is a N x N matrix 

used to assess the effectiveness of a classification model, with 

N denoting the number of target classes. The matrix compares 

the actual goal values to the machine learning model's 

predictions (Sokol Koco 2013). 

 

 

 

 
 Fig. 2. Binary classification confusion matrix 

 

 

 

 
Fig. 3. Cluster representation of confusion matrix 

 

C. F-Measure  

F-Measure calculates the score by taking the precision and 

recall into account when measuring the correctness of the test 

data. It basically works according to TP - True Positives, TN - 

True Negatives, FP - False Positives and FN - False Negatives 

as shown in Figure 3. Precision is defined as the number of 

real positive findings divided by the total number of positive 

predictions (Chris L. 2019). (Goutte C., 2005).  

p = TP/TP +FP  

Recall, on the other hand, is defined as the number of 

correct predictions divided by the total number of correct 

positives (Chris L. 2019).  

r = TP/TP +FN  

The F-Score is calculated by taking the weighted average of 

precision and recall (Goutte C., 2005).  
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F = 2*((precision * recall)/(precision +recall)) 

F1-Score or F-value can also be calculated as  

F1-Score= Harmonic_mean(precision, recall) 

A set of assignment solutions submitted by students in a 

C++ programming competition for novices using Python are 

used to evaluate the proposed system's performance (Sambit 

Mahapatra. 2018). It consists of 44 entries, each containing ten 

issues that are specific to that entry. Each student can submit 

up to 20 contributions, including both the original and revised 

versions of their work. In total, there are about 880 entries, 

culminating in this. The following are some sample code 

snippets from the dataset: 

Figure 4 shows the original file's code snippet for a C++ 

programme. 

  

Fig. 4. Source code for non-plagiarized file example program 1 

Figure 5 shows the generated characteristics for the sample 

programme in Figure 4. 

 
Fig. 5. Tokenized TF-IDF file for non-plagiarized file example program 1 
 

Figure 6 illustrates a code fragment of plagiarised C++ 

source code: 

 

 
Fig. 6. Source code for plagiarized file example program 1 

 

 
Fig. 7. Tokenized TF-IDF file for plagiarized file example program 1 

Figure 7 shows the produced features for the sample 

plagiarized programme in Figure 6. 

The brief details about the source files used in the 

experiments are given in Table I. 

 

 
 

Table II and III given a performance evaluation metrics for a 5 

different iterations generated using random forest classifier. 
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The confusion matrix for the entire system is shown in 

tables IV and V below, however the Figure 8 shows resultant 

learning and performance curve (Guo G., 2003): 

 

 
 
Fig. 8. the resultant learning curve for training instances as a function of 

score and cluster to performance curve 

 

After the generation of the confusion matrix, the following 

performance evaluation metrics were computed and compared. 

The proposed system compared with existing MOSS system 

for 90% and 80% training set and found to be superior with 

93.5% accuracy (Kang Soo Kim et al. 2011), as the existing 

approaches haven’t reported the accuracy, we have again 

compared the proposed model using other evaluation metrics 

such as precision, recall and F1-score and found to be superior 

as these metrics are shown in Table VI: 

 

V. FUTURE SCOPE 

The approach's scope involves creating a term-by-file 

matrix and a query vector from the source code corpus. We 

calculate the degree of similarity between the query vector and 

the source code files after we've found this matrix. Finally, we 

generate a plagiarism report that includes a percentage of files 

that are considered suspect. The proposed system uses Python 

based machine learning algorithm to implement tf-idf token 

files followed by the random forest classifier. The system is 

concerned with the code, and the input files are only be in 

C++. Colleges, academic institutions, and the information 

technology sector can all benefit from the system. It's also 

appropriate for usage in research centres. The system will be 

valuable in any industry that requires innovation, but it must 

be careful not to use duplicate data. The system could improve 

in future extensions of the work with improved deep learning 

algorithms. ///////////////////////////////////// 

CONCLUSION 

The problem of source-code plagiarism is becoming 

increasingly difficult to solve as the internet and the number of 

websites grows. It is both crucial and necessary to work 

efficiently to improve the detection process's speed and 

accuracy in order to detect programming plagiarism. With a 

93 percent accuracy rate, the suggested system employing the 

random forest algorithm detects source code plagiarism. The 

proposed system was further evaluated in comparison to other 

current source code plagiarism detection methods and found to 

be effective. Using k-means clustering and an unsupervised 

learning approach, this work will be expanded.  
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