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ARTICLE INFO ABSTRACT

Keywords: Flying ad hoc networks (FANETs) tackle diverse challenges, for example, dynamic topological structure, high
Flying ad hoc networks (FANETS) mobility of nodes, low density, and energy restrictions. These challenges make problems in designing reliable
Routing . and stable routing in FANETs. Hence, the design of a routing algorithm is essential for transferring data between
g;g:;:lal Intelligence (AD) drones. In this paper, an energy-aware routing scheme based on a virtual relay tunnel (EARVRT) is proposed

in flying ad hoc networks. EARVRT includes a virtual relay tunnel (VRT) that manages relay nodes in the route
discovery process and lowers network overhead. Moreover, three metrics, namely route energy, hop counts,
and a new metric called path correlation are regarded in the path selection operation. Note that correlation is
defined with regard to two scales, including the cosine similarity of two nodes and their distance. EARVRT is
evaluated according to delay, network longevity, consumed energy, and packet delivery rate. Then, our scheme
is compared with three methods, namely LoCaL, O-LAR, and PSO-GLFR. These results show the superiority and
success of EARVRT in comparison with other algorithms.

Wireless network

1. Introduction culture, remote sensing, and traffic monitoring [3,4]. In a multi-UAV
network, unlike a single-UAV network, network communications are

Nowadays, most military and civilian applications can be improved fault tolerant, meaning that these communications are maintained even

using flying ad hoc networks (FANETSs). These networks include a num-
ber of unmanned aerial vehicles (UAVs), which work together and
forward the collected information to the ground control system (GCS)
via multi-hop communications [1,2]. FANETs are a member of mobile
ad hoc networks (MANETSs) and vehicular ad hoc networks (VANETS).
FANET is widely used in military and civilian areas. Some examples of
FANET applications include public protection, rescue missions in dis-
asters, reconnaissance missions, border control, fire management, agri-
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though some UAVs fail. In FANET, communications are categorized into
two classes, namely UAV-to-UAV (U2U) and UAV-to-GCS (U2G) [5,6].
These networks utilize specific features, for example, very dynamic
topology, high mobility, low density, energy restriction, and limited
storage capacity [7,8]. For this reason, reliable data transfer and the
maintenance of communication links are very important in FANETS.
To maintain the stability of routes in the packet transfer process, de-
spite frequent changes in network topology, designing a proper routing
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protocol is necessary because communication links in the network are
extremely unstable due to the features mentioned above, and the dy-
namic movement of drones in the three-dimensional network space can
lead to their failure [9,10].

The ad hoc on-demand distance vector routing protocol (AODV)
[20] is a traditional routing protocol designed based on an on-demand
technique, which performs the route discovery process only if UAVs
disseminate route requests. However, AODV has serious challenges in
FANET because this protocol is not designed based on the mentioned
specific features of FANETS, especially high mobility of drones and
unstable links. The route discovery process introduced in AODV has
high delay and routing overhead that make serious problems, especially
broadcast storms, and threaten network performance. To increase the
adaptability and efficiency of this protocol in FANETS, the geographic
location information of drones obtained from positioning systems such
as GPS can be used [21,22]. Additionally, the energy level of drones
significantly affects the route construction and next-hop selection pro-
cesses. Therefore, low-energy drones should not participate in the rout-
ing process because their energy capacity is not enough to carry out
routing operations such as route discovery, route update, and route
maintenance. Due to the relatively high distance between drones, the
energy capacity of UAVs is typically used to support the long trans-
mission range. This can quickly discharge the limited energy capacity.
Hence, UAVs have to save energy to support a long flight time, routing
operations, and other tasks. Therefore, FANETs need an energy-aware
routing approach that considers the dynamic nature of drones and im-
proves network performance [23,24].

In this paper, an energy-aware routing scheme based on a virtual re-
lay tunnel (EARVRT) is suggested in FANETs. EARVRT modifies AODV
and defines a new concept called Virtual Relay Tunnel (VRT) to solve
two main problems of AODV, namely high routing overhead and broad-
cast storm. The main purpose of the proposed protocol is to reduce the
number of unnecessary control packets. EARVRT seeks to produce more
effective and stable paths through the VRT tunnel. The most important
innovations of EARVRT are stated below:

+ In EARVRT, the route discovery procedure is based on a virtual tun-
nel between source and destination. This virtual tunnel restricts the
search space in the network and reduces routing overhead because
only the drones inside the tunnel space are allowed to broadcast
the route request (RREQ) message, other drones remove this mes-
sage and do not participate in the routing process. This will greatly
prevent the broadcast storm in the network. The creation of this
tunnel is very fast and does not impose any extra overhead.

In EARVRT, a new metric called path correlation has been in-
troduced. This parameter is calculated based on the two scales,
including the cosine similarity of two nodes and their distance.

In EARVRT, the template of RREQ message includes various fields,
including path energy and route correlation. Finally, the routing
path is calculated according to path energy, the number of hops,
and path correlation.

EARVRT is simulated in NS2, and its performance is evaluated in
terms of five criteria, namely energy consumption, packet deliv-
ery rate, network longevity, overhead, and delay compared with
LoCaL, O-LAR, and PSO-GLFR.

The organization of our paper is as follows: Section 2 describes
different routing schemes in FANETs. Section 3 states the network as-
sumptions in EARVRT. Section 4 explains EARVRT. Section 5 includes
the simulation and evaluation results. Section 6 presents the conclusion.

2. Related works
In [11], a load-balanced and optimized predictive and adaptive

routing (LB-OPAR) approach is proposed for FANET. LB-OPAR is an
SDN-based algorithm, which modifies the OPAR algorithm. SDN-based
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routing schemes can successfully manage the FANET environment. LB-
OPAR distributes a balanced load between nodes to get better network
performance in terms of throughput, success rate, and flow finish-
ing time. The authors have analytically examined the routing issue in
FANET and suggested a suitable routing solution, which considers hop
counts, path longevity, and network load. The authors have also ana-
lyzed the time complexity of the proposed solution. LB-OPAR presents
a very precise and lightweight technique to estimate link duration. The
experiments prove that LB-OPAR has high throughput and suitable flow
finishing time.

In [12], an intelligent cluster-based routing approach (ICRA) is de-
signed for FANETSs. This approach has three items: clustering, clustering
settings, and routing. In the first item, each node computes a utility
value to decide on cluster heads. Four utility factors, including current
energy, centrality, the similarity of speeds of nodes, and link duration
time are considered for obtaining the final utility value. The clustering
setting item is responsible for adjusting the weight of factors used in the
fitness value. This item utilizes reinforcement learning to enhance net-
work stability and longevity. ICRA has benefited the learning process to
achieve the best strategy for calculating the utility value in a particular
state. Hence, this item can specify the optimal cluster heads with re-
gard to the current network state. In the routing process, ICRA proposes
inter-cluster nodes, which are responsible for exchanging data packets
between clusters. This strategy lowers delay and increases packet de-
livery. The experimental results show that ICRA presents a successful
clustering strategy, which leads to network stability, high quality of
services (QoS), and energy efficiency.

In [13], a resilient Q-learning-based routing algorithm called TAR-
RAQ is suggested in FANETs to exactly record topology changes and
decide on routing paths in a decentralized and independent manner. In
TARRAQ, the behavior of flying nodes is analyzed using the queuing
theory to extract two parameters, namely the neighbor’s change rate
(NCR) and neighbor’s change time (NCIT). Then, these two parameters
are used to specify a resilient evaluation interval based on the latency
expected to network events. Additionally, drones utilize an adaptive
Q-learning approach to decide on routing paths using a decentralized,
independent, and adaptive manner in which the action and state spaces
will be refreshed in a short time and with little cost. The simulation re-
sults confirm the high accuracy of the model presented in TARRAQ and
prove that this approach protocol works better than other schemes with
regard to overhead, energy, and packet delivery ratio.

In [14], the authors improved the optimized link state routing
(OLSR) and presented a fuzzy logic-based routing approach called
OLSR+ in FANET. This protocol is made up of four components: 1)
Finding neighbors. This component evaluates the longevity of the link
between two flying nodes using an effective solution, which takes into
account distance, communication quality, movement direction, and rel-
ative speed. 2) Choosing multi-point relays (MPRs). This component
designs a fuzzy model, which has the responsibility of deciding on
MPRs. This fuzzy model assigns a fitness value to each flying node with
regard to three metrics, namely remaining energy, neighboring degree,
and link longevity. These metrics are directly proportional to the fitness
value, meaning that if each of these metrics has a large value, the fit-
ness value is also large, and hence, the corresponding flying node gets
more chance to be MPR. 3) Topology discovery. This component defines
the template of the enhanced topology control (TC) message, which has
two additional fields (i.e. the energy and longevity of the relevant path).
4) Routing table. This component is tasked to decide on different paths
in accordance with the energy and longevity inserted into the TC mes-
sages. The simulation results state that OLSR+ has successfully reduced
delay, but it has a high routing overload. Additionally, OLSR+ has in-
creased throughput and PDR compared to other schemes.

In [15], an energy-aware routing inspired by OLSR is suggested in
FANETs. This algorithm tries to predict the quality of network connec-
tions according to two parameters, namely the ratio of received/sent
hello packets and connection longevity. Moreover, this protocol em-
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ploys the firefly algorithm (FA) for picking MPRs regarding four criteria,
including connection quality, remaining energy, neighboring degree,
and willingness. Each of these criteria has a direct relationship to the
chance of MPR selection, meaning that if the criteria related to a flying
node have large values, the chance of this node for selecting as MPR is
high. Then, the routing protocol constructs the paths between different
UAVs regarding the energy and connection quality of each path. The
experiments performed in this paper show that this protocol works bet-
ter than other schemes and improves consumed energy, latency, and
throughput, but it increases the routing overhead in the network.

In [16], a link-optimized cone-assisted location (LoCal) routing
scheme is offered. This method attempts to increase the longevity of
network links and choose relay nodes regarding remaining energy, link
longevity, and safety degree. Paths formed in LoCaL are highly stable
and consequently, these paths are less broken, and fewer interruptions
occur in the data transfer operation between each source-destination
pair. In addition, the authors propose a mathematical formula for the
utility function, which enhances the route stability and picks relay
nodes in a cone area. This lowers routing overhead when finding paths
in the network. The simulation results indicate the superiority of LoCaL
compared to other routing approaches.

In [17], a location-based routing approach called O-LAR is pre-
sented. This scheme improves location-aided routing (LAR). O-LAR de-
fines a weight function to form the best route between flying nodes.
Furthermore, this weight function decides on relay nodes with regard to
remaining energy, distance, and movement direction. The performance
of O-LAR is measured based on the simulation results. This scheme
improves network longevity, throughput, link time, and PDR and de-
creases latency and routing overhead.

In [18], a location-based routing approach called LAR is offered to
enhance the efficiency of routing strategies in mobile ad hoc networks.
LAR regards the movement of nodes to adjust routing paths using an
effective mechanism. According to this mechanism, LAR restricts the
network environment based on the position of the destination to find
routing paths in this limited area. Simulation results indicate that LAR
can dramatically lower routing overhead because it applies the location
information of nodes.

In [19], a greedy forwarding and limited flooding-based routing al-
gorithm using the particle swarm optimization (PSO) called PSO-GLFR
is designed for FANETs. This method is an improved sample of the
greedy forwarding and flooding-based routing technique (GFR). PSO-
GLFR defines two phases: PSO-based greedy forwarding and limited
flooding. In the PSO-based greedy forwarding phase, the next-hop node
is selected based on a cost function, which depends on three parame-
ters, including distance to the destination, neighboring degree, and the
difference between the movement angles of a flying node and the des-
tination. In this cost function, the weights of the mentioned parameters
are adjusted using the PSO algorithm. In the limited flooding strategy,
an efficient flooding technique is designed to broadcast route requests
and prevent routing holes. This strategy is limited based on a threshold
value, which is dependent on maximum hops. The designed strategy can
manage network congestion and energy consumed in the network. The
experiments executed on PSO-GLFR indicate its efficiency, optimized
energy consumption, and low latency in the network.

Most routing protocols provided in ad hoc networks such as FANET
are only looking for the shortest route between the source and the
destination, and ignore the features of these networks, especially the
high mobility of UAVs and frequent link failures. Hence, they suffer
often from high delay and overhead. Location-based routing methods
such as LoCaL [16], O-LAR [17], and LAR [18] are more compatible
with FANET because they utilize the geographic location information
of UAVs. In addition, some routing protocols such as ICRA [12], TAR-
RAQ [13], OLSR+ [14], Lansky et al. [15], LoCaL [16], and O-LAR
[17] pay attention to the energy level when finding the next-hop node
in the data transfer process because UAVs have limited energy capac-
ity, which must be used for routing operations such as route discovery,
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Fig. 1. Network model in EARVRT.

route update, and route maintenance. If this energy capacity is not used
correctly, UAVs lose their energy quickly. Therefore, FANETs need an
energy-aware routing approach that considers the dynamic nature of
drones and improves network performance.

In this paper, an energy-aware routing based on a virtual relay tun-
nel (EARVRT) is presented in FANETs. In EARVRT, the route construc-
tion process is based on a virtual tunnel between source and destination.
This virtual tunnel restricts the search space in the network and reduces
routing overhead because only the drones inside the tunnel space are
allowed to broadcast the route request (RREQ) message, other drones
remove this message and do not participate in the routing process. This
will greatly prevent the broadcast storm in the network. The construc-
tion of this tunnel is very fast and does not impose any extra overhead.
EARVRT considers the energy status of each intermediate UAV in a rout-
ing path and introduces a new metric called the path correlation based
on the two scales, including the cosine similarity of two nodes and their
distance. Table 1 describes the most important features, strengths, and
weaknesses of the routing methods presented in this section.

3. Network model

According to Fig. 1, the network model is a graph G = (U, L) so
that U indicates a finite set of drones. This set is shown as U =
{u LUy sty } In addition, L is a set of direct links available among
drones. In the network, u; and u; are connected to each other either
through a direct link (i.e. u; —to —u j) or through intermediate nodes

(ie. u; — Up = —U, —U j). Network assumptions are briefly stated be-
——
Intermediate nodes
low:

+ A different ID (such as Id;) is intended for each u; (where i =
1,2,..., N) to distinguish UAVs.

All network links are bidirectional.

UAVs support the communication standard IEEE.802.11g on the
network.

Each u; is equipped with a positioning system to determine its po-
sition at any given moment.

Energy source and transmission radius of all UAVs are the same.
The network includes a ground control station (GCS), which is con-
nected directly to a number of UAVs at any moment.

4. Proposed scheme

Here, an energy-aware routing scheme based on a virtual relay tun-
nel (EARVRT) is offered for flying ad hoc networks. EARVRT is an
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Table 1
Comparison of the related works.
Scheme Publication year Energy-aware Using position Routing criteria Strengths Weaknesses
information
LB-OPAR [11] 2022 X v Path lifetime, path length, Not imposing any extra routing Not considering energy
and network load traffic to the network, finding the efficiency in the routing
optimized path using a process
graph-based algorithm,

presenting a lightweight
algorithm, low communication
overhead, and low
computational complexity

ICRA [12] 2022 v v Using a greedy routing Considering energy efficiency, Considering a fixed hello
strategy based on the closest increasing the stability of dissemination period,
distance to destination network topology, low routing having fixed learning

overhead, high scalability parameters such as learning

rate and discount factor

TARRAQ [13] 2022 v v Based on link quality, energy, Considering dynamic learning Low scalability, having a
and distance between parameters, having low packet slow convergence speed,
neighbors loss and low delay, considering high time complexity, high

energy in the routing operation, computational complexity

calculating link lifetime using
Kalman filter

OLSR+ [14] 2022 v v Presenting a fuzzy technique Calculating a time-variant link Not evaluating this scheme
to calculate MPRs based on duration, regarding energy with regard to velocities of
remaining energy, efficiency in the routing nodes, having high routing
neighborhood degree, and operation, having a high network overhead
link duration lifetime, creating the stability of

paths
Lansky et al. 2023 v v Using firefly algorithm in the Regarding energy efficiency in Having high
[15] MPR selection process based the network, obtaining high communication overhead,
on remaining energy, network lifetime, calculating link high time complexity, and
neighborhood degree, and quality regarding the number of slow convergence speed
link duration hello packets and link duration,

obtaining high stable routes in
the network

LoCaL [16] 2022 v v Based on remaining energy, Considering a three-dimensional Not preventing routing
link duration time, and the cone-shaped architecture for holes
closeness between two UAVs reducing the forwarding area and

lowering routing overhead,
considering optimal energy
consumption in the network

O-LAR [17] 2021 v v Based on remaining energy, Improving the stability of paths, Limiting the RREQ
distance, and movement considering energy efficiency in distribution area using an
angle network, restricting the network ineffective and poor in

area in accordance with the FANET, high routing
position of the destination, overhead

managing routing overhead,
adapting the LAR scheme to

FANET
LAR [18] 2000 X v Number of hops in the Restricting the network area in Not suitable for FANET, not
routing path accordance with the position of considering energy
the destination, managing efficiency in the routing
routing overhead process, limiting the RREQ
distribution area using an
ineffective and poor in
FANET, high routing
overhead
PSO-GLFR 2019 X v Based on distance to the Presenting an efficient flooding High energy consumption
[19] destination, neighboring technique, preventing routing due to the use of the PSO
degree, and the difference holes due to the management of algorithm, high time
between movement angles flooding of RREQs complexity, not evaluation
this scheme in different
scenarios, high routing
overhead
EARVRT - v v Path energy, the number of Considering a virtual relay tunnel Need to improve network
hops, and path correlation for reducing the forwarding area lifetime and energy
and decreasing routing overhead, consumption

considering energy efficiency in
the network, calculating a new
metric called path correlation

252
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Table 2
Most important symbols used in this paper.
Symbol Description
u; Flying node i
(%3295 2) Spatial coordinates of u;
I1d; Identifier of u;
u Source UAV
uy Destination UAV
R Transmission radius of UAVs in the network
RREQ Route request message
RREP Route reply message
L Line segment between u; and u, in a three dimensional network space
Path, A path created between u and u,
PE, Energy of Path,
CL, Correlation value of Path,
d;; Distance between u; and u;
cE; Total energy consumed by u;

Remaining energy of u;

Se (u.u ]) Cosine similarity of these two UAVs in terms of the location status

Score of Path,

Fig. 2. The virtual tunnel between u, and u,,.

enhanced version of the AODV routing scheme and attempts to improve
the adaptability of this method to the dynamic FANET environment and
to deal with the problems caused by high routing overhead and the
broadcast storm. In the suggested scheme, assume that the source UAV
(uy) decides to transfer data packets to the destination UAV (u,). If u,
cannot get a connected path in its routing table, it must build a new
path between itself and u,;. To achieve this goal, u, constructs a virtual
relay tunnel between itself and u,;. The purpose is to make a limited
search space of the network and to decrease routing overhead. In gen-
eral, EARVRT is formed of two steps:

» Creation of a virtual relay tunnel (VRT)
» VRT-based route discovery procedure

In the following, each of these two steps is described in detail. Table 2
defines the most important symbols used in this paper.

4.1. Virtual relay tunnel (VRT)

The VRT tunnel is a cylinder shape whose radius is R (equivalent to
the transmission radius of drones). This tunnel is drawn from u; to u,.
See Fig. 2. In EARVRT, only drones inside the tunnel space are allowed
to broadcast the route request (RREQ) message and other drones must
eliminate this message and not participate in the routing process. This
idea lowers routing overhead. When designing this VRT tunnel, three
points should be noted:

253

us(,\'_‘ *-ys ’:“ )

Fig. 3. Line segment between u, and u,.

» The VRT tunnel must be efficient and effective in reducing routing
overhead.

« The VRT construction procedure must not impose extra overhead
because the main purpose of this tunnel is to reduce routing over-
head.

+ The VRT construction procedure must not require a long time in-
terval.

The VRT tunnel is designed in two steps:

 Step 1) Calculating the equation of the line segment (L): In

this step, several stages are done to obtain the formulation of the

line segment L located in the middle of the RVT tunnel between

u, and u, with spatial coordinates (x,, y,,z,) and (xg,4.24), re-

spectively. See Fig. 3

- 1. Get a vector such as wuy = (xg—x,)i + (yg—y,)J +
(zd - zs) k, which is parallel to the line L.

— 2. Consider an arbitrary point G (x,y, z) on the line segment L.
Obviously, two vectors m and u,u, are parallel to each other.

- 3. Now, as a general rule, it can be concluded that each point
such as G (x,y, z) is on the line L if and only if Z::(—f is a multipli-
cation of uuy:

u,G = iy €]

where ¢ is a numerical multiplier.
— 4. Equation (1) is rewritten according to its components to obtain
Equation (2).
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Z

Fig. 4. Considering an arbitrary point like F inside the VRT tunnel.

(x—xs)i+<y—ys)j+(z—zs)k=
L"(xd—xs)i+f(yd—ys)j+f(zd—zs)k
Now, the corresponding components on both sides of Equation
(2) are equal. As a result, Equations (3), (4), and (5) are obtained.

2

x—x,=0(xg—x;) > x=¢ (x4 —x;) + X, 3
y=ys=C(ya—ys) > y=¢ (yg—ys) + ¥, Q)
z—zs=f<zd—zs)—>z=f(zd—zs)+zs )

— 5. Based on Equations (3), (4), and (5), if £ =0, the point
(x,y,2z) = (f (xd —x,) +x, ¢ (yd —yx) +y,.7 (Zd —z,)+ ZS>
shows the position of u; xs,ys,zs). Also, if £ =1, (x,y,2) =
(¢ (xg—x;) +x0.¢ (yq = ¥5) + ¥, € (24 — 2,) + z,) shows the
position of (x4,y4,z,). Hence, we consider the condition 0 <
¢ <1 to obtain the formula associated with the line segment L
based on Equation (6).

xzf(xd—xs)+x5,

y=¢(yq—v) + s,
z=c”(zd—zs)+zs,

(6)
0<r<l1

+ Step 2) Determining the internal and external areas of the VRT
tunnel: In this step, consider an arbitrary point like F (x F VP2 F)
in the 3D network space. Now, the distance from F to the line
segment L (i.e. dp; ) is calculated to determine whether F is inside
the VRT tunnel or not. View Fig. 4.

- 1. To get the distance d;, the first step is to find the spatial
coordinates of the point P on the line segment L, which has
the least distance to F. The coordinates of P i.e. (xp,yp,zp) is
obtained according to Equation (7):

(xp,yP,zP) = (f (xd —xs) +x,,0 (yd —ys) +ys,f(zd —zs) +z5)

7)

2. To find the amount #, the squared distance between P and F
is obtained according to Equation (8):

2
F@O=( (xg=x,) %= xp) '+ )
(f (yd —ys) + Y —yF) + (f (Zd —zs) +z,— ZF)
3. Obtain the derivative of f () with respect to 7 and place it
equal to zero (i.e. a/ )(f) = 0). Then, the point P is calculated
according to the value 7.
4. Calculate the distance between F and P. Note that d; , which
is also shown in Fig. 4, is the distance F to the line segment L.
5.If dp; <R, F is inside the VRT tunnel.
6. If dp; > R, F is outside the VRT tunnel.

(8
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The VRT construction process is explained in Algorithm 1. Now, the
time complexity of this algorithm is stated:

Line 1 includes a command depending on Equation (6) whose time
complexity is O(1). Therefore, this command has a fixed execution
time ¢;.

Line 2 is dependent on Equation (7), whose time complexity is
O(1). Hence, this command has a fixed execution time c,.

Line 3 is a command with a constant execution time c;.

Lines 4-8 include an IF-THEN condition and have a fixed runtime

Cyq.
According to the above, it can be found that the time complexity of
Algorithm 1 is defined based on Equation (9):

4

Tm=Y ¢

i=1

9

Therefore, the time complexity of this algorithm is O(1).

Algorithm 1 Virtual relay tunnel (VRT).

Input: (x,,,,z,): Location of u,
(%45 4»24): Location of u,
Xp. Vs 2 F): Spatial coordinates of F
Output: RVT Tunnel
Begin
1: ug: Obtain the formulation of the line segment L between u, and u, using
Equation (6);
2: ug: Calculate the coordinates of the point P on the line segment L based on
Equation (7);
u,: Compute the distance between the point F and P;
: if d; < R then
u,: F is inside the VRT Tunnel;
else
ug: F is outside of the VRT tunnel;
end if
End

® N uhw

4.2. The VRT-based route discovery procedure

In EARVRT, when u, is looking for a connected path to transfer its
data packets to u; and cannot obtain this path from its routing table,
u, must search the network environment to form the appropriate path
between itself and u,. To achieve this goal, u, provides a RREQ message
in accordance with the format presented in Fig. 5 and broadcasts it for
the adjacent nodes such as y;.

As shown in Fig. 5, all fields of RREQ in EARVRT, except four fields,
including the energy of the relevant path (PE,), the correlation of the
relevant path (CL,), coordinates of u, (x,,y;,z,), coordinates of u,
(xd, Vo zd>, are similar to those in AODV. In the following, these four
fields are introduced.

+ Spatial coordinates of ug: u, inserts its spatial coordinates in
RREQ and this field does not change during the route discovery
procedure.

Spatial coordinates of ug: u, inserts the spatial coordinates of u,
in RREQ and this field remains unchanged throughout the route
discovery procedure.

The energy of the relevant path (PE,): The energy status of each
intermediate UAV, such as u; in the routing path, has a very im-
portant effect on network performance because if u; does not have
enough energy, the whole path will be exposed to defeat. Hence,
the routing process focuses on the energy needed for communica-
tions between UAVs. In FANET, communications between drones
can be defined based on the free propagation model. Assume that

d;; = \/(x,- - xj)2 + (v - yj)2 + (zl- - zj)2 is the distance between
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Message type Hop count

7 CL 7

PE, ‘

Identifier of RREQ

Spatial coordinates of 2/ (xs,yj,zs)

Spatial coordinates of 1, (x ey )

Destination IP address

Sequence number of %/ 4

Source IP address

Sequence number of

Fig. 5. Template of the RREQ message.

u; and u; with spatial coordinates (x;,y;.z;) and (x;,y;,z;), re-
spectively. / bits are sent from ; to u;. The consumed energy of u;
(the transmitter) is estimated based on Equation (10).

EF"(1,d;)=1XE

2
.dj; +ixXer xd; (10)

elec

Also, the energy consumed of u; (receiver) is obtained through
Equation (11).

E,

Ejr_eceived (1) =Ix Slec (11)

where E,,. is the energy consumed by the recipient/transmitter
circuit to receive/send each bit. € ;- indicates the coefficient of am-
plifier in the free space.

According to the mentioned content above, the total energy con-
sumed by u; (cE;) is measured in accordance with the energy used
in the data transfer operations (transmission/reception) performed

by u; until the present moment.

nr
CEi — Z (Eisem,k + Efrecewed,k) (12)
k=1
where n; indicates the number of data transfer operations per-
formed by u; until the present moment. Furthermore, the remaining
energy of u; (rE;) is equal to:

rE;=E_ . —cE; (13)

Here, E_,, is the initial energy of drones.

The energy of the route (PE,) is affected by the residual energy
of the UAVs available in that path, so an intermediate node with
the lowest residual energy compared to other intermediate nodes
is known as the crisis point of the path, which affects the longevity
of the path. Hence, the energy of Path, (i.e. PE,) is equal to the
residual energy of the crisis point:

{rE,-}

The correlation of the relevant path (CL,): The spatial corre-
lation of two consecutive nodes ; and u; in the routing path is a
significant parameter, which has a great effect on network perfor-
mance because if 4; and u; are out of each other’s communication
range, this results in the cut off of the routing path. Spatial correla-
tion of u; and u; is obtained from the location information of these

two nodes through Equation (15).

% <|SC (u,-,uj)‘ +1) (

1 R-d;, t -1
E(SC (ul,uj)+1) T ) dij_dij >0

PE.= min

14
u; EPath, a4

R+d;j> d! _d;_1<0
R ) % % =
CL (u.u;) =

(15)

255

where R is the transmission radius of u; and u;. Also, S¢ (u;,u;)
is the cosine similarity of these two UAVs in terms of the location

status. It is calculated through Equation (16).

XX+ Yy + 22

Vx2+y2 422 x4 /x2+y.2 +z;2

So, (x;,¥.z;) and (x;,y;.z;) show the coordinates of u; and uj,
respectively. Note that S¢ (u;,u j) € [-1,1] meaning that if the
movement vectors of u; and u; are similar to each other and the
angle between the two vectors is close to zero, S (u;,u j) is close
to one. Whereas, if the two vectors are dissimilar and the angle be-
tween the two vectors is close to =, in this case, S¢ ( u;,u j) is closer
to —1.

(16)

Sc (u,-,uj)z

In Equation (15), the phrase % (SC (u,-,uj) + 1) is intended to limit

S¢ (ul-,uj) in [0,1]. Also, di’j = \/(x,- —xj)2 + (¥ - yj)2 +(z— zj)2
reflects the distance between u; and u; at moment 7. If 4; and u; are
approaching each other and di’j - d;._l <0, the correlation between y;
and u ;s increasing (the first relationship in Equation (15)). Otherwise,
the correlation between u; and u; is lowering (the second relationship
in Equation (15)).

As a result, the correlation of Path, (CL,) is equal to the lowest
correlation between two consecutive UAVs in that path. Note that if the
correlation of a path is higher, this path is more stable.

CL,= min a7
uj,u;EPath,

{CL ()}

When y; receives the RREQ, it examines its status in accordance with
Section 4.1 and repeats the RREQ distribution process if it is inside the
VRT tunnel. Otherwise, u; will remove the RREQ. See Fig. 6. According
to this figure, u, disseminate RREQ to five nodes, namely u;, u,, us, uy,
and us. Only two nodes u, and u; are inside the VRT tunnel and can
broadcast the RREQ message but u, u,, and us are outside of the VRT
tunnel and must discard RREQ.

The RREQ broadcast process is finished when it arrives u,. See
Fig. 7. Then, u; employs Equation (18) to get the score .S, for each
created route such as ROUTE, : u; — u, — ug — uj4 — uy and ROUTE, :
U, — U3y —ug — U5 — Uy in Fig. 8 and returns a route reply (RREP) mes-
sage to u, through the path with the highest S, (i.e. ROUTE,). See
Fig. 9. Finally, u, holds this path in its routing table and applies the
route maintenance technique similar to that in AODV to identify and
modify the broken paths in its routing table.

S, =, PE,+®,CL, + w3 (1 - H,) 18)

where PE,, CL,, and H, indicate the energy, correlation, and the num-
ber of hops related to Path,, respectively. Also, @, w,, and w; represent

3
weight coefficients and ) w; = 1.
i=1
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4

ua (X5, ¥,24)

Fig. 6. Route discovery process and filtering the nodes, which are out of the
VRT tunnel.

Fig. 8. Created paths in the route discovery process.

Algorithm 2 describes the VRT-based route discovery process. In the
following, we explain the time complexity of this algorithm:

+ In Line 1, a command with a fixed run time g, is presented.

+ Line 2 defines a REPEAT-UNTIL loop to repeat the route discovery
process in the simulation time.

« In Line 3, an IF-THEN condition states the execution condition of
the route discovery process. This condition includes the following
commands:
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Fig. 9. Sending RREP message to u, via ROUTE,.

- Line 4 contains a command to produce RREQ. It has a fixed run-

time g,.

Line 5 contains a command to disseminate RREQ. It has a con-

stant runtime g3.

Line 6 includes a WHILE loop to repeat the RREQ dissemination

process. This loop is repeated N — 1 times so that N is equal to

the number of nodes. It includes the following commands.

Line 7 depends on Equations (14) and (17) and has a constant

implementation time g,.

= Line 8 has a command with a fixed run time ¢s.

+ Line 9 depends on Algorithm 1 whose time complexity is O(1).
As a result, it has a constant execution time g.

+ Lines 10-13 include an IF-THEN condition, which is executed
in a fixed run time g;.

Therefore, the time complexity of the WHILE loop is defined

based on Equation (19):

7
Ty hite (W) = (N = 1) (Z q,)

i=4

%

19

7
Suppose there is a positive number like ¢ and g > <Z q,-).
i=4

Therefore:

7
Ty hite (M) = (N = 1)<Z q,) <(N-1ygq

i=4

(20)

In lines 15-18, there are an IF-THEN command, which consists
of two commands, the first command depends on Equation (18)
and has a fixed execution time ¢g, and the second command has
a fixed execution time gg.

So the time complexity of IF-THEN command is equal to:

Tip(mM)=q+q3+ (N —1)q+qg+qg 21

Suppose there is a positive number like f and f > ¢, + g3+ g+ g5+
qo:

TirM=qg+a+(N-1g+g+q<(N-1f (22)
As a result, the total time complexity of Algorithm 2 is O(N), and N
indicates the total number of nodes in the network.

5. Simulation and results evaluation

Here, the evaluation of the results related to EARVRT obtained from
its simulation in NS2 is presented. In this process, several UAVs (be-
tween 5-30) are regarded in the network environment whose dimen-
sions are 1 x 1 x 1km>. The speed change interval, the transfer radius,
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Algorithm 2 VRT-based route discovery process.

Input: u;: Source UAV
uy: Destination UAV
u;: Intermediate node
T,.;: Time spent in the network
Ts;,,: Simulation time

Output: A suitable path between u, and u,,.

Begin
1: Set T, =0;
2: repeat
3:  if u, cannot find a valid path to u, in its routing table and u, has a packet
for u, then
4: ug: Produce a route request (RREQ) packet according to the format
presented in Fig. 5;
5: u: Disseminate RREQ for intermediate nodes such as u;;
6: while u, receives RREQ do
7: u;: Update the fields of PE, and CL, in RREQ based on Equations
(14) and (17), respectively;
8: u;: Add one unit to H,;
9: u;: call Algorithm 1;
10: if u; is inside the VRT tunnel then
11: u;: Replace the next-hop node with u;;
12: u;: Disseminate RREQ for its neighboring nodes;
13: end if
14: end while
15: if u, receives RREQ then

16: ug: Calculate S, for each Path, created between u, and u, based on
Equation (18);

17: u,: Send Back a route reply packet to u, through Path, with the
highest .S,;

18: end if

19:  endif

200 Ty =T+ 1;

21: until 7,,, < Ty,

End

and the initial energy of the UAVs are 10 — 110 m/s, 250 meters, and
100 joules, respectively. Note that simulation operations include two
experimental scenarios, namely change in network density and change
in the flight speed of UAVs.

+ In the first scenario, namely change in the network density, it is
assumed that the speed of UAVs is fixed at 60 m/s to evaluate the
effect of change in the number of nodes in the network performance
in terms of the five criteria, namely energy consumption, packet
delivery rate, network lifetime, routing overhead, and delay.

+ In the second scenario, namely change in the speed of UAVs, it is
assumed that the number of nodes is fixed on 10 to evaluate the ef-
fect of change in the speed of flying nodes on network performance
in terms of the five criteria mentioned above.

To enhance the accuracy of the results, the experiments have been done
10 times and the average value is presented as the result. In these exper-
iments, the results related to five criteria, namely energy consumption,
packet delivery rate, network longevity, overhead, and delay in three
methods, namely LoCaL [16], O-LAR [17], and PSO-GLFR [19] are com-
pared with those in EARVRT. Review the simulation scales in Table 3.

5.1. Energy consumption (EC)

Fig. 10 shows the energy consumed in various schemes when chang-
ing the number of flying nodes. In this experiment, it is assumed that
the speed of the UAVs is adjusted on a fixed value (i.e. 60 m/s). Ac-
cording to this figure, EARVRT has the best energy consumption, which
is 10.40%, 23.43%, and 24.80% lower than LoCaL, O-LAR, and PSO-
GLFR, respectively. On the other hand, Fig. 11 has tested the energy
consumed in these schemes regarding different flight speeds. In this
figure, the number of network nodes is 10. According to this figure, en-
ergy consumption in EARVRT and LoCaL is very close to each other so
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Table 3
Simulation settings.
Scale Value
Simulator NS2
Compared schemes LoCalL, O-LAR, PSO-GLFR
Network dimensions 1% 1x1km’
The number of flying nodes ~ 5-30
Mobility model Random waypoint
Transmission radius 250 meters
Flight speed 10-110 m/s
Initial energy 100 Joule
Runtime 150 seconds
MAC layer protocol IEEE 802.11 g
Transmission power 10 dBm
Packet size 512 bytes
Traffic model Constant bit rate (CBR)
Traffic rate 2 Mbps
—&-— EARVRT
== LoCal
—9— O-LAR
=== PSO-GLFR
1
P J
2
(@]
w
T T T T
10 15 20 25 30

Number of UAVs

Fig. 10. Energy consumption according to the number of flying nodes.

our scheme has lowered energy consumption by 1.52%, 11.91%, and
13.43% compared to LoCaL, O-LAR, and PSO-GLFR, respectively. This
is because EARVRT restricts the RREQ broadcast area using the vir-
tual tunnel and considers energy consumption in the route selection
operation. LoCaL is energy-efficient because it utilizes a restriction tech-
nique to limit the RREQ broadcast area. While O-LAR has limited the
RREQ distribution area, its restriction technique is ineffective and poor
in FANET. PSO-GLFR is energy-consuming due to the use of the PSO al-
gorithm, and on the other hand, the flooding of RREQ is limited solely
to the number of hops. This restriction technique can prevent routing
holes, but the flying nodes experience high energy usage.

5.2. Network routing overhead (NRO)

In Fig. 12, the overhead is tested in different approaches by taking
into account a fixed flight speed (i.e. 60 m/s) and changing the den-
sity of flying nodes. According to this figure, the routing overhead of
EARVRT is 15.38%, 33.33%, and 39.89% lower than LoCaL, O-LAR,
and PSO-GLFR, respectively. Fig. 13 also shows the overhead in dif-
ferent schemes by adjusting the number of UAVs on 10 and changing
the flight speed of UAVs. As shown in this figure, EARVRT has reduced
the routing overhead by 20%, 40.48%, and 44.44% compared to Lo-
CaL, O-LAR, and PSO-GLFR, respectively. The virtual tunnel designed in
EARVRT and the management of the relay UAVs reduce the overhead.
Additionally, the route selection mechanism in our method is looking
for high-energy and correlated paths. Hence, the constructed paths will
have good stability, which lowers the number of broken routes. This re-
duces the need for new paths, which lowers the routing overhead in the
path discovery process.



M. Hosseinzadeh, S. Ali, A.H. Mohammed et al.

100

—8-— EARVRT
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=O== PSO-GLFR
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Fig. 11. Energy consumption with respect to the flight speed of nodes.

0.0025
—8-— EARVRT
== LoCal
—o— O-LAR
0.0020 { ==O== PSO-GLFR

0.0015 +

NRO

0.0005

0.0000 -~ T T T T
15 20 25

Number of UAVs

30

Fig. 12. Routing overhead regarding the number of flying nodes.

0.0030

—— EARVRT
== LoCal
—— O-LAR
=== PSO-GLFR

0.0025 -

0.0020 -

0.0015

NRO

0.0010

0.0005

0.0000 T T T T T
20 40 60 80 100

Speed of UAVs (m/s)

Fig. 13. Routing overhead regarding different flight speeds.

5.3. Message delivery rate (MDR)

In Fig. 14, the packet delivery rate is shown in various approaches by
considering a constant flight speed equal to 60 m/s and varying the den-
sity of UAVs. The experiment proves that EARVRT has improved MDR
by 3.11%, 11.076%, and 12.62% in comparison with LoCal, O-LAR,
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Fig. 14. Message delivery rate based on the number of UAVs.
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Fig. 15. Message delivery rate with respect to the change in flight speed.

and PSO-GLFR, respectively. In Fig. 14, MDR is directly proportional to
the node density, meaning that if the density of the nodes is high, MDR
will be also high and vice versa. The reason is that the high density of
UAVs increases the chance of finding appropriate and stable paths be-
tween the nodes. As a result, there are fewer broken paths, which lower
missing packets caused by the disconnected links. Furthermore, Fig. 15
analyzes the results of MDR in various routing approaches by taking
into account 10 nodes and changing the speed of UAVs. According to
this figure, EARVRT has increased this scale by 6.38%, 14.80%, and
18.65% compared with LoCaL, O-LAR, and PSO-GLFR, respectively. In
Fig. 15, MDR and flight speed have an opposite relationship, meaning
that the faster UAVs experience less MDR because higher speed will in-
crease the number of broken links between UAVs, and consequently,
more packets are lost.

5.4. Network Longevity (NL)

In Fig. 16, the results of network longevity are stated in different
schemes, when considering a fixed speed equal to 60 m/s and changing
the density of UAVs. The experiment shows that network longevity in
EARVRT is about 3.36% less than that in LoCaL. However, our scheme
has improved this scale by 3.84% and 14.16% compared to O-LAR and
PSO-GLFR, respectively. According to Fig. 17, this is also true for eval-
uating network longevity for 10 nodes with different flight speeds so
that this scale in EARVRT is approximately 0.97% less than LoCaL, and
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Fig. 16. Network longevity in accordance with the number of flying nodes.
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Fig. 17. Network longevity with regard to the flight speed of UAVs.

EARVRT increases network longevity by 16.51% and 24.93% compared
to O-LAR and PSO-GLFR, respectively. The reasons for this issue were
accurately stated in Section 5.1 when evaluating energy consumption
on the network.

5.5. End-to-end delay (E2ED)

Fig. 18 evaluates delay in different schemes when changing the num-
ber of nodes and adjusting the flight speed to 60 m/s. This figure shows
that delay in EARVRT is 12.03%, 24.52%, and 27.78% less than Lo-
CaL, O-LAR, and PSO-GLFR because our scheme considers the spatial
correlation of UAVs available in the path to choose more stable paths
for data transfer. As a result, data packets arrive at the destination in
the fastest possible time. On the other hand, the virtual tunnel lowers
routing overhead. This will help reduce delay in the proposed scheme.
In Fig. 19, delay in various schemes is tested for 10 nodes and differ-
ent flight speeds. According to this figure, EARVRT will reduce delay by
9.09%, 25%, and 28.57% compared to LoCaL, O-LAR, and PSO-GLFR,
respectively. Based on Fig. 19, the faster UAVs experience a higher de-
lay in different schemes. This leads to a high number of broken paths,
which need to discover new routes between UAVs.

6. Conclusion

In this paper, an energy-aware routing scheme based on a virtual
relay tunnel (EARVRT) is proposed in flying ad hoc networks. This
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Fig. 18. Delay according to the number of network nodes.
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Fig. 19. Delay with regard to the flight speed of UAVs.

method is formed of two steps: virtual relay tunnel (VRT) and route
selection. When building a VRT tunnel, the relay nodes are filtered
in the route discovery process to manage routing overhead. On the
other hand, the routing path is picked according to the energy of the
path, hop counts, and the correlation of the path. EARVRT is simulated
in NS2 and its performance is measured in two experimental scenar-
ios, namely the change of network density and the variation of the
flight speed. In the first scenario including the change of network den-
sity, EARVRT has improved the consumed energy by 10.40%, 23.43%,
and 24.80%, routing overhead by 15.38%, 33.33%, and 39.89%, PDR
by 31.3%, 11.076%, and 12.62%, and delay by 12.03%, 24.52%, and
27.78% in comparison with LoCaL, O-LAR, and PSO-GLFR, respectively.
However, network longevity in EARVRT is about 3.36% less than that
in LoCaL. In the second experimental scenario including the change in
flight speed, our scheme has improved energy consumption by 1.52%,
11.91%, and 13.43%, routing overhead by 20%, 40.48%, and 44.44%,
PDR by 6.38%, 14.80%, and 18.65%, and delay by 9.09%, 25%, and
28.57% compared to LoCaL, O-LAR, and PSO-GLFR, respectively. How-
ever, EARVRT has about 0.97% lower network lifetime than LoCaL. In
future research directions, the routing process is improved using ma-
chine learning (ML) methods and optimization algorithms to reduce
routing overhead more. Also, ML techniques such as Q-learning can be
used for building an intelligent virtual relay tunnel to reduce routing
overhead and make more stable paths. This intelligent tunnel is not
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merely cylindrical and varies in its radius or direction according to the
network conditions.
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