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Abstract

The increasing number of security attacks have inspired researchers to employ various
classifiers, such as support vector machines (SVMs), to deal with them in [ntrusion
detection systems (IDSs). This paper presents a comprehensive study and investigation of
the SVM-based intrusion detection and feature selection systems proposed in the
literature. It first presents the essential concepts and background knowledge about
security attacks, IDS, and SVM classifiers. It then provides a taxonomy of the SVM-based
1DS schemes and describes how they have adapted numerous types of SVM classifiers in
detecting various types of anomalies and intrusions. Moreover, it discusses the main
contributions of the investigated schemes and highlights the algorithms and techniques
combined with the SVM to enhance its detection rate and accuracy. Finally, different
properties and limitations of the 5VM-based IDS schemes are discussed.




